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Abstract

This paper presents a rigorous technical analysis of the Multi-Pre-Shared Key (MPSK)
authentication paradigm as implemented within the TIP OpenWiFi disaggregated wireless
architecture, with specific application to hospitality and multi-dwelling unit (MDU)
deployments. The analysis begins by diagnosing the structural deficiencies of the
conventional single-SSID, single-passphrase model, demonstrating that its failure modes
are not incidental but are architecturally inevitable consequences of a design that
conflates authentication simplicity with network isolation. The paper proceeds to examine
why the two conventionally proposed remedies, per-room SSID proliferation and 802.1X
Enterprise authentication each introduce operational and technical trade-offs that render
them unsuitable for the resource constraints characteristic of small-to-medium hospitality
environments. Against this backdrop, the MPSK framework is introduced as a third
architectural path: one that achieves cryptographically distinct per-unit authentication and
automated VLAN assignment without requiring supplicant software, certificate
infrastructure, or the exponential management overhead of multiple wireless networks.
The paper then details the two operational variants of MPSK within the OpenWiFi
ecosystem the controller-managed Local MPSK pool and the RADIUS-integrated, Property
Management System (PMS)-synchronized variant examining their respective data flows,
key lifecycle mechanisms, and deployment trade-offs.

Section 1: The Classic Problem Authentication Simplicity
at the Cost of Network Integrity

1.1 The Shared Passphrase Paradigm and Its Structural Consequences

For the majority of its commercial history, hospitality Wi-Fi has operated on a deceptively
simple model: a single SSID broadcast across the property, secured by a single WPA2-
Personal passphrase that is distributed to every guest, printed on keycards, displayed at
the front desk, and effectively treated as a disposable credential with a lifecycle measured
in calendar weeks rather than hours. This model persists not because of any genuine
security deliberation, but because it represents the path of minimum operational friction a
single configuration entry on the access point, a single credential to communicate to
guests, and zero infrastructure complexity beyond a functioning DHCP server.



This single-passphrase model collapses the network boundary that any defensible security
architecture requires as its most fundamental premise. When every guest device,
regardless of room assignment, occupancy date, or access tier, is admitted to the same
broadcast domain by virtue of possessing an identical credential, the network loses the
capacity to enforce any meaningful per-unit policy. All devices, whether a business
traveler's corporate laptop or an unmanaged loT device in a neighboring room, receive
addresses from the same DHCP pool, traverse the same default gateway, and are
reachable via ARP across the same Layer 2 segment. The absence of per-unit
segmentation is not a configuration oversight; it is the logical consequence of
authentication that provides no per-device identity signal to the network control plane.

1.2 The Per-Room SSID Approach: Operational Complexity as a Scaling
Function

The most intuitive remediation for the isolation deficit of the shared-passphrase modelis
the assignment of a dedicated SSID per room or per unit, with each SSID mapped to a
distinct VLAN and protected by a unique passphrase. This approach is architecturally
sound in principle; it provides genuine Layer 2 isolation, per-unit credential uniqueness,
and a clear mapping between authentication identity and network segment. In practice,
however, it encounters a fundamental and disqualifying scaling constraint that is intrinsic
to the 802.11 wireless protocol itself.

Each SSID broadcast by an access point corresponds to a distinct Basic Service Set (BSS),
and each BSS imposes a recurring overhead cost in the form of management frame
transmissions Beacon frames, Probe Responses, and associated management traffic that
consume airtime independently of whether any client device is actively associated to that
BSS. The 802.11 standard does not impose a hard ceiling on the number of SSIDs per radio
in allimplementations, but the practical and widely accepted operational threshold is
eight SSIDs per radio per access point. Beyond this threshold, the aggregate management
frame overhead becomes a measurable fraction of total available airtime, degrading the
throughput available to data-carrying frames and imposing a performance penalty on every
clientin the RF environment, including those in adjacent rooms or units.

For a hospitality deployment of any meaningful scale, the per-room SSID model is
arithmetically disqualifying. A forty-room property requires forty distinct SSIDs, each
demanding its own AP profile, VLAN assignment, DHCP scope, and firewall policy.
Because every access point must broadcast every SSID to support roaming, the aggregate
management frame overhead becomes a structural tax on RF efficiency that scales



directly with property size. The operational burden compounds accordingly: forty
credential lifecycles, forty profile configurations, and forty interdependent policy objects
that must remain synchronized across every AP on the property an administrative load that
is simply not sustainable without dedicated network engineering resources.

1.3 The 802.1X Enterprise Authentication Model: Correct Architecture,
Wrong Deployment Context

The formally correct solution to the per-user identity and isolation problem in wireless
networking is 802.1X Extensible Authentication Protocol (EAP) Enterprise authentication, in
which each client device presents a unique credential typically a digital certificate or a
username-password pair to an external RADIUS authentication server, which validates the
credential and, optionally, returns a dynamic VLAN assignment via the RFC 3580 tunnel
attributes. This model provides genuine per-device cryptographic identity, eliminates the
shared PMK vulnerability inherent in WPA2-Personal, and enables policy enforcement at a
granularity that the shared-passphrase model cannot approach.

The fundamental impediment to 802.1X adoption in small-to-medium hospitality
environments, however, is not architectural but operational. The successful
authentication of a client device via EAP requires that the device possess a functioning
supplicant software capable of participating in the EAP exchange and, for certificate-based
methods such as EAP-TLS, a valid client certificate provisioned from a trusted Certificate
Authority whose root is installed in the device's trust store. For a corporate enterprise
deploying managed endpoints enrolled in a Mobile Device Management (MDM) platform,
this infrastructure is already in place. For a hotel whose guest population arrives with
personal smartphones, tablets, and laptops running heterogeneous operating systems,
none of which are under the property's management authority, the prerequisite
infrastructure for 802.1X is categorically absent. The property cannot provision certificates
onto guest devices, cannot guarantee supplicant availability or correct configuration, and
cannot offer any meaningful support path when a guest's device fails to authenticate. The
resultis an onboarding experience of sufficient complexity to generate front-desk support
calls and guest dissatisfaction that is operationally unacceptable in a hospitality context.

The hospitality sector therefore finds itself at an architectural impasse: the simplest model
provides no meaningful isolation, the most scalable-seeming model collapses under RF
overhead, and the cryptographically correct model demands infrastructure and endpoint
management capabilities that the deployment context does not permit. It is precisely this
impasse that the Multi-Pre-Shared Key framework is designed to resolve.



Section 2: The MPSK Framework Per-Unit Isolation at
WPA2-Personal Simplicity

2.1 Architectural Foundations of Multi-PSK

Multi-Pre-Shared Key authentication represents a deliberate architectural extension of the
WPA2-Personal authentication model, retaining its client-side simplicity a passphrase,
entered once, requiring no supplicant software or certificate while introducing a critical
capability that the standard model lacks: the ability to derive distinct per-client
cryptographic identity from a pool of unique passphrases, all shared beneath a single
SSID. The fundamental mechanism by which this is achieved operates at the intersection
of the AP's key derivation logic and the management plane's key pool.

In a standard WPA2-Personal deployment, the access point holds a single passphrase
from which it derives a single PMK. All connecting clients share this PMK as the
cryptographic root of their session keys. In the MPSK model, the access pointinstead
holds a pool of valid passphrases each uniquely associated with a specific room, unit, or
subscriber identity and performs a matching operation during the four-way handshake to
determine which passphrase a connecting client has presented. The AP attempts key
derivation against each entry in the pool until a valid handshake is obtained, at which point
the client is admitted and, critically, is assigned to the VLAN corresponding to the matched
pool entry. From the client device's perspective, the interaction is indistinguishable from
standard WPA2-Personal authentication: a passphrase is entered, the connection is
established. From the network's perspective, however, the matched pool entry provides a
per-client identity signal that the control plane uses to enforce a distinct Layer 2 boundary
for that client's traffic.

This VLAN tagging operation, performed at the AP itself at the time of association, is the
architectural mechanism that delivers per-unit network isolation without per-room SSIDs,
without a RADIUS infrastructure, and without any client-side software beyond a standard
Wi-Fi password entry. The guestin Room 201 and the guestin Room 202 both connectto
the same SSID indistinguishable by name, invisible in their distinction yet their traffic is
carried on separate VLAN-tagged frames from the AP uplink port, delivered to separate
DHCP scopes on the routing layer, and subject to independent firewall policies enforced
by the gateway. The broadcast domain that defines the security boundary is per-unit, not
per-property, and the mechanism that enforces it requires no configuration change, no



additional hardware, and no client-side action beyond the presentation of a unique
passphrase.

2.2 The OpenWiFi MPSK Implementation: Key Pool Architecture

Within the TIP OpenWiFi framework, MPSK is implemented as a first-class provisioning
construct integrated directly into the cloud controller's location-aware configuration
hierarchy. The key pool is structured as an ordered mapping of three mandatory attributes
per entry: a KeylD, which serves as the logical identifier for the pool entry; a Passphrase,
which is the unique WPA2-Personal credential distributed to the occupant of the
associated unit; and a VLAN identifier, which specifies the 802.1Q tag that will be applied
to all traffic frames originating from devices authenticated against that pool entry. An
optional fourth attribute a client MAC address enables further specificity by restricting a
given pool entry to a single enumerated device, though this constraint is omitted in many
hospitality deployments where guest device MACs are neither predictable nor
administratively manageable.

The poolis provisioned at the location level within the controller hierarchy, meaning that a
single SSID profile and a single AP profile can serve an entire building or floor while the key
pool and therefore the per-unitisolation policy is administered independently per location.
This hierarchical separation between the wireless service definition and the per-unit
access policy is operationally significant: it permits the network administrator to modify,
rotate, or audit per-unit credentials without touching the AP profile or SSID configuration,
eliminating the risk of configuration drift and the operational overhead of synchronized
profile updates across multiple APs.

The key pool itself is populated and managed through the cloud controller's provisioning
interface and, for programmatic integration, through the CMAP REST API. The interface
exposes the full pool contents KeylD, passphrase, and VLAN in a tabular form that
supports both individual entry management and bulk CSV import, the latter being the
operationally efficient path for initial deployment of a multi-unit property where all room-
to-VLAN mappings are defined at commissioning time.

2.3 Local MPSK vs. RADIUS MPSK: A Comparative Analysis of the Two
Operational Variants

The OpenWiFi MPSK framework exposes two structurally distinct variants that differ in the
location of key pool storage, the authentication path during the four-way handshake, and



the degree to which the key lifecycle can be automated through integration with external
systems. The selection between these variants is not primarily a security decision both
deliver equivalent per-unit isolation, but an operational and integration decision governed
by the size of the deployment, the maturity of its property management infrastructure, and
the degree of automation that the operator requires.

Local MPSK is the controller-resident variant in which the key pool is stored entirely within
the OpenWiFi cloud controller's configuration database and applied to the access point as
part of its provisioned configuration. During client authentication, the AP performs the
passphrase matching operation locally, without any real-time communication with an
external authentication server. This architecture provides the simplest possible
deployment path: it requires no RADIUS infrastructure, no network connectivity to an
external server now for client association, and no additional operational dependencies
beyond the AP-to-controller management plane that is already present in any OpenWiFi
deployment. The principal trade-off of the local variant is that key lifecycle management
the rotation of passphrases at check-out and the provisioning of new credentials at check-
in requires interaction with the controller's provisioning interface, whether via the web
portal, the mobile application, or the REST API. For small properties with low turnover
volumes and a capable front-desk workflow, this is entirely acceptable. For large hotels
with hundreds of rooms and multiple daily turnovers, the operational overhead of manual
key management accumulates to a level that demands automation.

RADIUS MPSK, alternatively designated as WPA2 RADIUS Multi-PSK in the OpenWiFi
provisioning framework, addresses precisely this automation requirement by relocating
the key pool from the controller's local configuration to an external RADIUS server, which
assumes responsibility for storing the passphrase-to-VLAN mappings and returning them
to the AP as RADIUS Access-Accept attributes during the authentication exchange. In this
variant, the AP does not perform local passphrase matching; instead, it forwards the
intermediate WPA2 key exchange parameters specifically, the MIC computed over the
ANonce and SNonce during the four-way handshake to the RADIUS server in an Access-
Request message. The RADIUS server, which holds the complete key pool, performs the
matching operation and returns the Access-Accept message containing the passphrase-
derived keying material and the tunnel attributes specifying the assigned VLAN. The
RADIUS server therefore becomes the authoritative source of per-unit policy, and because
its database is accessible via standard programmatic interfaces, the key lifecycle can be
fully automated through integration with the property's PMS.



Section 3: The Operational Story Provisioning, Lifecycle
Management, and PMS Integration

3.1 The Property Manager Portal and the MDU Operational Model

The OpenWiFi framework's cloud controller provides a structured operational workflow for
hospitality and MDU deployments through a dedicated Property Manager portal, which
abstracts the technical complexity of key pool management behind a role-appropriate
interface designed for non-engineering personnel. The portalis accessed by a Property
Manager account that is scoped to a specific location a building, a floor, or a defined
property boundary and presents the unit-level operations relevant to that scope without
exposing the broader network configuration infrastructure that is the province of the
network administrator.

The operational lifecycle exposed by this interface maps precisely onto the natural rhythm
of hospitality operations: a unit is either occupied or vacant, and the transition between
these states check-in and check-out, orin MDU terminology, move-in and move-out is the
event that triggers the key provisioning actions. This alignment between the software's
operational model and the property's natural workflow is not coincidental; it is the design
intention of the MDU framework, which treats the location hierarchy not as an abstract
network topology but as a representation of the physical property and its current
occupancy state.

3.2 The Move-In Workflow: Passphrase Generation and Guest Delivery

When a new guest checks in or a new resident moves into a unit, the Property Manager
initiates the move-in action for the corresponding unit entry in the portal. This action
triggers a sequence of operations that proceed without further administrative intervention.
The controller generates a unique passphrase for the unit's primary SSID pool entry using
either a randomized cryptographically strong string or a simplified human-readable format,
depending on the passphrase format configured for the location and associates it with the
VLAN identifier that has been pre-mapped to that unit in the MDU unit-to-VLAN table. A
second, distinct passphrase is simultaneously generated for the unit's guest SSID pool
entry, providing the occupant with the ability to extend Wi-Fi access to their own visitors on
a separate, isolated network segment.

The generated credentials are delivered to the guest via an automated email sent to the
address provided at check-in, containing both passphrases, the SSID names to which they



apply, and, where configured, an EasyConnect QR code that encodes the network
credentials in the WPA3/Wi-Fi Alliance standard format, enabling one-tap connection on
compatible devices. The email domain and template are configurable at the location level,
permitting the property operator to present the communication under their own branding
rather than the platform's default domain — a consideration of material importance for
operators seeking to maintain a consistent guest experience.

From the guest's perspective, the entire provisioning process is transparent: they receive
an email with their Wi-Fi credentials, they connect using those credentials, and the
connection succeeds. There is no supplicant to configure, no certificate to install, no
support callto place. The passphrase they have received is unique to their unit, valid only
for the duration of their stay, and will not grant access to the network resources of any
other unit.

3.3 The Move-Out Workflow: Credential Invalidation and Security State
Reset

The check-out operation is, in security terms, the more critical of the two lifecycle events,
because itis the moment at which the departed guest's credentials must be invalidated to
prevent their continued use of the network after their stay has concluded. In the Local
MPSK model, the move-out action removes the guest's passphrase from the key pool entry
associated with their unit, replacing it either with a null state that prevents any
authentication against that pool entry or with a new, pre-generated passphrase ready for
the next occupant. Because the key poolis applied to the APs as part of their provisioned
configuration, this change is pushed to all access points serving the location via the
standard configuration update mechanism of the cloud controller, taking effect within the
controller's provisioning propagation window.

The operational consequence of this mechanism is that the departed guest's passphrase
becomes cryptographically invalid network-wide — at every access pointin the property —
within a short, deterministic interval following the move-out action, without requiring any
manualintervention on individual APs, any restart of wireless services, or any disruption to
currently active sessions of other guests. The isolated nature of per-unit VLAN assignment
means that the credential invalidation for one unit has no effect on the network
connectivity of any other unit, a property that would be unattainable in the shared-
passphrase model where invalidating the single passphrase would simultaneously
disconnect every guest on the property.



3.4 PMS Integration via the CMAP REST API: Full Automation of the Key
Lifecycle

The workflow described in the preceding subsections, while operationally sound, still
requires a Property Manager to initiate the move-in and move-out actions through the
portal interface. For properties with high turnover volumes large hotels processing dozens
of arrivals and departures per day across multiple shifts even this simplified workflow
represents a meaningful operational burden and introduces the risk of human error: a
passphrase not rotated at check-out, a credential not delivered to a newly arrived guest, or
a key pool entry left in an inconsistent state following an interrupted operation.

The definitive resolution of this operational gap is the integration of the OpenWiFi
controller's MPSK provisioning functions with the property's existing Property Management
System through the CMAP REST API. The CMAP API exposes the full key pool management
surface including unit move-in, move-out, passphrase rotation, and pool entry
enumeration as standard RESTful endpoints that can be called programmatically from any
system capable of making authenticated HTTPS requests. A PMS integration consuming
these endpoints can reduce the entire Wi-Fi key provisioning lifecycle to a side effect of the
check-in and check-out operations that the front desk is already performing in their
primary system.

The integration architecture for this automation pattern is conceptually straightforward. At
check-in, when the PMS records the guest's room assignment and email address, itissues
a POST request to the CMAP API's move-in endpoint for the corresponding unit, passing
the guest's email address as a parameter. The controller generates unique passphrases,
updates the key pool, pushes the updated configuration to the APs, and dispatches the
credential email to the guest all because of a single API call that completes in seconds. At
check-out, the PMS issues a corresponding move-out call, and the credential invalidation
and pool reset proceed automatically. The Property Manager portal, in this fully automated
model, transitions from an operational interface to a monitoring and exception-handling
interface: the routine lifecycle is handled by the PMS integration, while the portal provides
visibility, manual override capability, and the tool for handling the edge cases a lost
passphrase, a guest requiring credential regeneration, a unit requiring temporary service
suspension that automated workflows cannot anticipate.

The operational significance of this integration extends beyond convenience. A property
operating with full PMS integration is one in which the security state of the wireless
network the set of valid credentials and their associated unit assignments is continuously



synchronized with the authoritative source of truth for occupancy: the PMS itself. Stale
credentials, the primary residual risk of manual key management, are eliminated by
design. The wireless security posture of the property is no longer a function of operational
discipline but of architectural integration.

Section 4: Strategic Assessment Security Architecture
That Scales with the Property

4.1 The Isolation Guarantee in Comparative Perspective

The security guarantee delivered by the MPSK framework, when correctly deployed across
a properly segmented network topology, is categorically superior to that of the shared-
passphrase model and operationally equivalent to that of per-room SSID deployment,
without the scaling penalties that disqualify the latter. The per-unit VLAN assignment
enforced by the key pool matching logic provides genuine Layer 2 isolation: devices
authenticated against different pool entries cannot communicate at the Ethernet frame
level, cannot observe each other's ARP traffic, and cannot receive each other's DHCP
offers. The broadcast domain is bounded by the VLAN, not by the property, and the
boundary is enforced in hardware at the AP uplink, at the switch, and at the router notin
software or by operational convention.

This isolation guarantee is preserved regardless of the property scale. A deployment of ten
units and a deployment of five hundred units operate on the same architectural model: the
key pool grows, the VLAN table grows, and the DHCP scopes and firewall rules and routing
layer are extended accordingly, but the per-unit isolation mechanism does not change and
does not degrade. This is the precise sense in which MPSK represents a security
architecture that scales with the property: the isolation guarantee is not a function of
deployment size, and the operational complexity of managing that guarantee grows at a
rate that PMS integration can hold effectively constant regardless of property scale.

4.2 The 6 GHz Extension and the Evolution of the MPSK Capability

The evolution of the OpenWiFi platform's MPSK capability is not static. Beginning with
platform release 5.2, MPSK support has been extended to the 6 GHz radio band, enabling
deployments on tri-band access points to offer the MPSK isolation model to clients
capable of operating in the 6 GHz spectrum. This extension is architecturally non-trivial:
the 6 GHz band mandates WPA3 or OWE authentication modes, and the introduction of



MPSK in this context requires a specific client onboarding sequence in which the AP
admits the client initially on the 5 GHz radio to complete the WPA2 passphrase exchange,
then initiates a BSS-transition procedure via the 802.11v protocol to steer the
authenticated client to the 6 GHz radio, carrying the previously established cryptographic
credentials. The operational result for the guest is seamless: they connect using their unit
passphrase, and the AP manages the band steering transparently.

This extension of MPSK to 6 GHz is strategically significant because it ensures that the
isolation model is forward-compatible with the highest-performance tier of current Wi-Fi
hardware. Operators deploying Wi-Fi 6E or Wi-Fi 7 access points in anticipation of the
growing population of 6 GHz-capable client devices can do so without sacrificing the per-
unit isolation architecture that MPSK provides.

Section 5: Conclusion and Future Outlook

5.1 Synthesis of the MPSK Value Proposition

The analysis presented in this paper supports a conclusion that is clear in its architecture
and decisive in its operational implications. The MPSK framework, as implemented within
the TIP OpenWiFi disaggregated wireless platform, resolves a problem that has resisted
satisfactory resolution within the constraints of the incumbent hospitality Wi-Fi model for
over a decade. It does so not by introducing new complexity no supplicants, no certificate
authorities, no per-room SSIDs, no radio overhead from SSID proliferation but by extending
an authentication mechanism that guests already understand and expect, WPA2-Personal
passphrase entry, with a capability that it previously lacked: the ability to carry per-device
identity information that the network can act upon.

The per-unit VLAN assignment that this identity information enables is not a cosmetic
improvement over the shared-passphrase baseline. It is a categorical architectural
advancement that transforms the network from a shared broadcast domain — in which
every guest's traffic is visible, in principle, to every other guest's device — into a collection
of isolated per-unit segments in which the boundary between guests is enforced at the
frame level, by the access point, at the moment of authentication. This isolation is
preserved as the property scales, is managed through an operational interface designed
for non-engineering staff, and, through PMS integration via the CMAP REST API, can be
made fully autonomous: a security posture that is continuously correct by architecture
rather than by operational vigilance.



5.2 Final Recommendation

The decision to deploy MPSK in a hospitality or MDU environment should be understood as
a decision to align the property's wireless infrastructure with the architectural principles
that the best-engineered networks of any scale share: per-device identity, per-unit
isolation, automated lifecycle management, and operational simplicity that does not
compromise security rigor. Within the OpenWiFi framework, this alignment is achievable
without proprietary licensing, without vendor dependency, and without the operational
overhead that the incumbent model imposes the price of its managed services. For the
network engineer designing or operating a hospitality deployment of any scale, MPSK is not
one option among several; it is the option that the architecture recommends.



